COlOl;taa Model the system security risk by an Attack Tree
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* Most currently Intrusion detection
systems do not give the percep-tion on
the potential of collabora-tion of
attacks.

* What is missing from these report s is

that they could not identify the possible
logical connections among these

\vulnerabilities

4 The Generation Phases

3. We obtained the vulnerabilities from
the network vulnerabilities scanner
called ‘Nessus’

5. Parse the Nessus report to the

database

* This database is specially designec
to store the fact about initia
vulnerabilities and physica

connectivity of a given network
named this module as The Fact.

* On another hand, we retrieve the
characteristic of an existing exploits
from an outsourcing database and
establish  possible connections
among them by the fact the one
exploit can causes a change in
system configurations in such a way
that becomes a prerequisite of an-
other exploit. We name this module
The Knowledge.

8. Implement the tool that sys- tematically
searches the data- base and correlates
attacks from the prerequisites and
conseg-uences stored in the
knowledge base.
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network topology

2 Approaches

* Develop an automate tool that generate an attack tree from a given list of initial vulnerabilities and

* Conduct the experimental test on 400+ machines in the CS Department to discover the
vulnerabilities and possible attack.

YA

* Propose an attack tree model to represent the security breaches and collaboration among these .
breaches by illustrating potential attacking scenarios

analyzing
and

varying attacks.

3 What is Attack Tree?

Attack tree is a systematic met- hod

presenting

\

to specify system security based on
It helps organize
intrusion and misuse scenarios by
system dependencies,
these
dependencies in the form of a tree

\ structure.
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2 and Settings nayot:Desktop~DB>java MNessusFeeder index.htm
or.. 196.216.0.8
r.. 196.216.8.1
or.. 196.216.8.3
r.. 196.216.08.4
or.. 196.216.8.5
r.. 196.216.8.6
or.. 196.216.8.7
r.. 196.216.8.8
or.. 196.216.0.20
r.. 196.216.8.21
or.. 196.216.0_22
or.. 176.216.0.28
or.. 196.216.8.29
or.. 6.216.68.38
38, telnet,. 23/tcp>
- telnet, 23/tcp>
» generalstcp,. ANY>
szh, 22/tcp>
- ssh, 22/tcp>
» domain, 53-/tcp>
- domain, 53/tcp>
ssh,. 22/tcp>
ssh, 22/tcp>
- domain, 53/udp>
ssh,. 22/tcp>
- ssh, 22/tcp>
5. - domain, 53/tcp>
A5, 1 » domain, 53/tcp>
.6, 10338, ssh, 2Z2/tcp>
8.6, 18267. ssh. 22/tcp>
.7, 18338, ssh, 22/tcp>
8.7, 18267, ssh, 22/tcp>
.8, 18338, ssh, 22-/tcp>
.A.8, 18267, =szh,. 22-.tcp>
.8, 189828, domain, 53/udp>
» 11933, generals/tcp. ANY>
. , 21/tcp>
. 21/tcp>
, 21/tcp>
, 21/tcp>
- . 21/tcp>
» szh, 22/tcp?
ssh, 22/tcp?
omain, 53/tcp>
» domain, 53/tcp>
omain, 53-tcp’>
A - 8B/tcp>
ssh, 22/tcp>
ssh,., 22/tcp?
azh, 22/tcp?
sh, 22-/tcp>
n nown, SBEB/ wdp >
et, 23/tcp>
et 23/t p>
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Step 2: Use the Nessus Parser to
parse the list of initial vulnerabilities
to the database

2N 196.216.0.21, - Microsoft Internet Explorer
File Edit Wiew Favorites Tools  Help

‘ E A ) < ' ) . — - iﬁ a8
OBack > ﬂ ﬂ W) | ) search ¢ Favorites 6‘ = .4‘5

Address @ hktp: v, pacnog. org/pacnog2 ftrackl fday3inessus/sample-report/196_216_0_21/inde:x,html

Yulnerability
SGcanner

Topology Scanner

J—Ff_p
F—— |

196.216.0.21

Eepartition of the level of the security problems

[ITesxt host : 196.216.0.22]

List of open potts

o fip (2ltep) (Security hole found)

o sk (224cp) (Security notes found)

o domain (3ificp) (Security warnings found)
o hitp (80cp) fSecurity notes found)

Vulnerahility found on port ftp (2 1/tcp)

Tou seem to be runming an FTP server which iz wulnerable to the
'glo b}1 ap c nvpn ' flaw.

An attacker may use this problem to execute arbitrary commands on this host.
*#** Wessus relied solely on the banner of the server to issue
FEE 2 this alert tright be a false positive

#dk FOTE: must have a valid usemame/password to fully checle this wulnerability

this warning,

Exploit

[backto the list of ports ]

Step 1: Use Nessus Scanner to obtain the list
of system initial vulnerabilities

—

FACTS

Query:

A

|'::

MessusID Mame Family Consequence
10092 FTP Server Detection Service Detection Detect the service and version info.
10267 SSH Server type Detection | Service Detection Detect the service and version info.
10330 Running Service Detection | Port Scan Detect the service and version info.
10821 FTPD glob Heap Corruption | Remote BOF Obtain root privilege
14771 Apache htpasswd BOF Remote BOF Obtain root privilege
15588 Detect Apache Https Service Detection Detect the service and version info.
19361 Compress::Zlib BOF Local BOF Obtain user privilege
Table : Explojts
| Table : Connectivities -
Host 1 Host 2 Family PreRequisite JoinType
> 10.0.0.0 196.216.0.1 Local BOF Detect the service and version info. AND
196.216.0.1 196.216.0.21 Local BOF Obtain user privilege AND
196.216.0.2 196.216.0.21 Port Scan N/A N/A
Host Exploit Remote BOF Connectivity | - AND
Remote BOF Detect the service and version info. AND
196.216.0.1 Apache htpasswd BOF Service Detection | Vulnerable to Port Scan N/A
196.216.0.1 Detect Apache Https
196.216.0.2 Compress::Zlib BOF = : =—
106.216.0.21 | FTP Server Detection Relation : PreRequisite —
196.216.0.21 | Running Service Detection KNOWLEDGE BASE 1
Table : Yulnerabilities

Attack Tree Generator

e+ Command Prompt

C:wDocuments and SettingssnagotsDeszktop~DB>

C:z»Joc m t an d E ttingssnayot~Desktop~DB:

[o hta ro privilege,. 176.216. E 21]

<196 216 E 21 FTPD gl bh Heap Corruptio
co ity, 1?6.216.8.211

e 4= 1.3.33 htpasswd loc

fu.,

. e from detecting the running sep

sgsg i flibh: Buffer over
ivilege ., 196 216.E 2]
t versil

ersi
ion, dete

vu from detectdi g t} running service.
————(196 216 E 21, RBunning Se ces Detection,. wu
nin e

[N/H 196 .216.8.211
C:Documents and Settingssnayvot:Desktop~DB>

Step 3: Attack Tree gene

queries the database for the known fact and
possible connection to the other and build

n. ohtain ot privilegeX

s info..,
vz ion i fo..

PreRequisite ¢

~

J

Javac AttkTree
eGen 196.216.8.21

Gen.java
Java AttkIr

al overflow, obtain root privilege

196 216.8.11
seprvice and its wversion info

ze e, 196 216.8. 1]
flow,. obhtain ot privilegel

196.216.8.21
176.216.8.211
ct the service and its wersion info.

196.216.8.211
Inerable from detecting the run

rator recursively

tool

an attack tree to represent the possible
attacks scenarios of a given network

- C¥E

- BUGTRAIL
- NESSUS

OUTSOURCING DATABASES

dre

developing
visualization tool to draw an attack tree
graphic from a given text result from the

the

© SConcusion

* We are able to implement an attack
generation tool which used to generate
an attack tree from a giving list of
vulnerabilities from the scanners and
network topology.

Now we




